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How are (were) models trained?

Data Model

Train Deploy

Your precious company



Enter foundation models

Foundation Models & AI agents

Model

Adapt

Deploy

Your precious company

• Task-specific datasets
• Can’t understand 

outside training data
• Static
• “Train once, hope for 

the best”

Data

Train

Data

Evolve

Enlightened company

• Learns from few-shot
• Generalizes beyond 

training data
• Self-reflect, revise, 

improve
• “One model, many 

capabilities”



What if bad guys use it?

malware
binary

This malware is an 
APT that gets installed 
as a service through a 
registry ….

Do this a 100k times, you end up with a dataset



What if bad guys use it?

Create malware is an 
APT that gets installed 
as a service through a 
registry ….
for an ARM processor malware

binary

CTIs describing zero days

MALWARE VENDING MACHINE

opcodes for processors



Takes a poison to kill a poison

• How do you adapt to new data? – Retrieval Augmented Generation 
(RAG)

External 
knowledge 

base

Best Hollywood 
movie currently?

search text 
about movies

“Everything Everywhere All at Once” (2023 
answer)

“Oppenheimer” (2024 answer)



What can we do to protect?

Adversary with all guns blazing Knowledge is power, adaptability is key

An AI agent that can 
(i) answer with the best defense

(ii) find out the best answer if it doesn’t know



Background- how does RAG work?

External 
knowledge 

base

Best Hollywood 
movie currently?

search text 
about movies

[0.3, 0.7, 0.21,….]

“Oppenheimer’s box office earnings…”
[0.31, 0.67, 0.23,….]

• cosine similarity captures 
how close two vectors are

• captures what information to 
retrieve for a given question

• LLM then generates a 
response with the question 
and the retrieved 
information



Background – why text models for 
cybersecurity?

Montoya et al. IJCNN 2025



Background - What CTI looks like

Intrusion Analysis Report (2023). Center for Threat Informed 
Defense. Copyright 2023 MITRE. Approved for public release.



Do LLMs have enough context?

Montoya et al. IJCNN 2025



Do LLMs have enough context?

Descriptions across families are highly similar

Pushing Negative 1  
further away helps

Pushing Negative 2  
further away is not 
helping

One approach: Contrastive Fine-tuning

Montoya et al. IJCNN 2025



Do LLMs have enough context? 



Good for sharing intel, but are they 
actionable?

Mitra et al. ICDM (under review)



In Cyber-battle simulations, or active cyber-
defense

Defend Attack

LLM  guiding agents

𝜋θ(a|s)

Given state s = [0,0,1,0.4,..] denoting network structure, I/O read bytes,…, can you suggest an action out of […]

Try action = [updating firewall rule]



Project objective
Autonomous 

cyber defense 
agent

Autonomous 
cyber detection 

agent

Decision-support LLM agent

……

Step 1: Use an off-the-shelf LLM, and see if it can act as 
a decision-support system



Project objective  

Autonomous 
cyber defense 

agent

Autonomous 
cyber detection 

agent

Decision-support LLM 
agent

RAG databaseData collector agent

Data quality evaluator agent

Step 2: Create a RAG framework that updates the LLMStep 3: Evaluate your data in the 
RAG database
Step 4: Seek more data if you need



Project Objective

Question: 

“For malware 
exhibiting 
properties X,Y,Z, 
what should we 
do?”

Chunk Data

1 If malware modifies registry…

2 Dropper-type malware…

3 Ransomware malware…

Top m
atch: 

“D
ropper-type…

“How confident am I 
that this retrieved 
data will answer the 
question?”

How do I evaluate confidence?



Background - Retrieval

Prompt: “What are the best 
measures to defend against 
ransomware ABC?”

Retrieved 
chunk

Similarity

“Kill process 
xyz"

0.76

“Shut off port” 0.68

“Update 
firewall”

0.67

Retrieved 
chunk

Similarity

“Kill process 
xyz"

0.94

“Shut off port” 0.23

“Update 
firewall”

0.19

OPTION 1 OPTION 2

Which is more uncertain?



Background – LLM generation

Moi, je suis fatigue

Each predicted token -
• has a probability
• higher the probability, higher the 

confidence



Checking for confidence

• Method 1:
• Ask the LLM itself a follow-up question (surprisingly well for some b/c of 

some metacognition, self-reflection)

• Method 2:
• Calculate the entropy of the retrieved chunks and generated tokens

image from medium



Two areas of confidence 

• During retrieval
• [ text chunk # 10, text chunk # 75, text chunk # 35, …..]
• [ 0.87,    0.83,  0.77, ….] (probabilities) -> normalize to a finite distribution
• e.g. entropy (-0.34*log(0.34) – 0.34*log(0.34) – 0.32*log(0.32))

• During generation 
• “Shut off the port 3380”
• [0.37, 0.22, 0.21….]
• e.g. entropy (-0.37*log(0.37) – 0.22*log(0.22) -…) or perplexity

RULE: Gather more data if uncertainty crosses a threshold

Not complicated, there is a function you can use to calculate this



Agentic data voyager

Question: 

“For malware 
exhibiting 
properties X,Y,Z, 
what should we 
do?”

Chunk Data

1 If malware modifies registry…

2 Dropper-type malware…

3 Ransomware malware…
Top m

atch: 
“D

ropper-type…

“How confident am I 
that this retrieved 
data will answer the 
question?”

Confident:
Answer with 
retrieved 
data

Unsure:
Gather more data

Add to the 
database



Timeline

Week 1

• Huggingface token to access open-source LLM
• Set up baseline LLM- run some basic queries and get responses

Week 2

• Parse data from one source, e.g. Common Vulnerability Enumeration, Security bulletin, Reddit security feed
• Create vector database and populate with parsed data- set up the RAG pipeline

Week 3

• Run experiments with RAG, check retrieved data quality
• Create scripts for automated data gathering from other sources

Week 4
   

• Fix the second source of data, e.g. Cisco Talos
• Create module for confidence/ certainty measurement

Week 5

• Run experiments in the agentic setting
• Verify LLM answers when retrieved data is sufficient and gathers more data when insufficient

Week 6

• Create a final validation dataset of 30-50 samples
• Documentation and wrapping up



Expected Research/Learning outcomes 
(Week 1-3)
• Operate LLM inferencing through code

• Understand how LLMs reason and make predictions

• Experiment with impacts of external context (RAG)

• Automatic data gathering (impact of data sources for inferencing)



Expected Research/ Learning outcomes 
(Week 4-6)
• How information / uncertainty is measured

• Impact of uncertain data on LLM’s inference

• Evaluation of the end-to-end system 



Questions?

icons courtesy: flaticon
email: apiplai@utep.edu
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