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WHY CYBER SECURITY??

v Almost one-third of U.S. businesses reported experiencing a breach 

within this past year.

v The average cost per data breach in 2017 was in excess of $3 million 

USD — with the average number of compromised records per breach 

rising to 24,000.

v In 2017, the average time it took an organization to identify a data breach 

was a little over six months: 191 days, to be precise.
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PROJECT GOALS

Generate a robust architecture for information security

GENERATE A ROBUST ARCHITECTURE FOR 
INFORMATION SECURITY



PROBLEM STATEMENT

1. External hacking attempts
2. Third-party risks
3. Data loss 



WHAT IS SYSTEMS ENGINEERING?

• Systems Engineering is 
a transdisciplinary and integrative approach to enable 
the successful realization, use, and retirement 
of engineered systems, using systems principles and 
concepts, and scientific, technological, and management 
methods.

•



SYSTEM
ENGINEERING
FOCUS ON:

Establishing, balancing and integrating stakeholders’ goals, 
purpose and success criteria.

Establishing, 
balancing 

and 
integrating

Establishing an appropriate lifecycle model, process approach 
and governance structuresEstablishing

generating and evaluating alternative solution concepts and 
architectures.

Generating 
and 

evaluating



HOW IS SE 
APPLICABLE

IN CYBER 
SECURITY?



Systems engineering techniques can help 
protect the by building a cyber security 
architecture combining the already 
established CIA TRIAD with DoDaF 2.0



CAPABILITY REQUIREMENTS FOR THE 
SYSTEM

1.  Confidentiality

2.  Availability

3. Integrability



WHAT IS SYSTEM OF SYSTEMS 
(SOS)?



• System of systems is a collection of task-oriented or dedicated systems that 

pool their resources and capabilities together to create a new, more complex 

system which offers more functionality and performance than simply the 

sum of the constituent systems.
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DODAF 2.0



THE CIA TRIAD
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SVC-1 SERVICES FUNCTIONALITY 
DESCRIPTION



SV-1 SERVICES DIAGRAM
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RISK MATRIX



ATTACKERS

1. Malware

2. Phishing

3. Man-in-the-Middle 
Attacks

4. Denial-of-Service Attack

5. Password Attack



LESSONS 
LEARNED

Cybersecurity tackles many aspects with focus on 
Integrity, Confidentiality, and Availability

Cybersecurity of a system is created in the inception 
with requirements and architecture.

There are many attack vectors to breach the system.

Cybersecurity only tackles a defender vs attacker 
perspective.

Cybersecurity is implemented after the architecture is 
created to determine and create strong points.
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